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Abstract—Modern vehicles rely heavily on Controller Area Network (CAN) communication for interaction among Electronic Control Units (ECUs). However,
CAN lack. s inherent security mechanisms, making it vulnerable to cyberattacks such as spoofing, replay, and denial-of-service. This paper proposes an Edge AI-
driven framework integrated with centralized Federated Learning (FL) for predictive maintenance and intrusion detection in automotive systems.

The proposed system employs two dedicated intelligent models: a predictive maintenance model that analyzes sensor data such as brake temperature, pressure,
and vehicle speed to forecast potential failures, and a separate intrusion detection model based on a 1D Convolutional Neural Network (1D-CNN) to identify
anomalous CAN message patterns. Both models are deployed in a decentralized manner at the edge level within individual vehicles, enabling real-time
processing with minimal latency.

In contrast, the Federated Learning process follows a centralized architecture, where locally trained model updates from multiple vehicles are transmitted to a
central aggregation server. The server performs weighted parameters averaging to generate a global model, which is then redistributed to all vehicles to improve
overall accuracy while preserving data privacy. Experimental results indicate that the proposed system achieves approximately 98% detection accuracy with
latency below 10 ms, demonstrating its effectiveness for real-time automotive applications
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I. Introduction

The rapid evolution of connected and intelligent vehicles
has increased the dependence on in-vehicle
communication networks for critical operations. As
vehicles become more software-driven, ensuring system
reliability and security has become a major challenge. In
particular, the growing complexity of automotive
architectures demands efficient mechanisms for both fault
management and cyber threat mitigation.

Traditional approaches often treat system maintenance
and security as independent problems, leading to limited
efficiency and delayed response in dynamic
environments.Moreover, centralized solutions introduce
latency and raise concerns regarding scalability and data
privacy, especially in large-scale vehicular networks.

To overcome these limitations, this work adopts a hybrid
approach that leverages local intelligence within vehicles
along with collaborative model improvement. By
enabling real-time decision-making at the system level
and continuous learning across distributed units, the
proposed framework aims to improve operational
robustness without compromising data confidentiality.

The key contribution of this paper lies in integrating
intelligent fault prediction and security monitoring within
a unified architecture, designed to meet the requirements
of next-generation automotive systems.

II. Related Work

Recent research has focused on applying machine
learning and deep learning techniques for intrusion
detection in automotive networks, particularly within
Controller Area Network (CAN) systems. Federated
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Learning (FL) has been introduced to enable collaborative
model training across distributed vehicular environments
while preserving data privacy [3], [9]. In addition,
lightweight deep learning models such as Convolutional
Neural Networks (CNNs) have demonstrated effective
performance for real-time anomaly detection in CAN
communication [4], [10].

However, most existing approaches primarily focus on
intrusion detection and do not address predictive
maintenance in parallel. Furthermore, several solutions
rely on centralized architectures, leading to increased
latency, while fully decentralized approaches often lack
efficient global model optimization [6]. These limitations
reduce scalability and real-time applicability in dynamic
automotive environments.

To overcome these challenges, this paper proposes a
unified framework that integrates predictive maintenance
and intrusion detection using separate AI models. The
system adopts a hybrid architecture, combining
decentralized Edge AI for real-time inference with
centralized Federated Learning for global model
aggregation, thereby improving accuracy, scalability, and
response efficiency.

III. Proposed Methodology

The proposed methodology presents a hybrid framework
that integrates decentralized Edge AI with centralized
Federated Learning (FL) for predictive maintenance and
intrusion detection in automotive systems. The overall
architecture consists of two independent intelligent
modules: (i) a predictive maintenance model and (ii) an
intrusion detection system (IDS), both deployed at the
edge level within individual vehicles.

A. Data Acquisition and Preprocessing

Sensor data such as brake temperature, pressure, and
vehicle speed are continuously collected from the vehicle
subsystems. In parallel, CAN bus messages are monitored
for communication analysis. To enhance computational
efficiency, a threshold-based filtering mechanism is
employed, where only data exhibiting deviation from
predefined normal operating ranges is forwarded to the
AI models for further analysis. This selective data
processing reduces unnecessary computations and enables
faster anomaly detection. The filtered data is then
preprocessed through normalization and feature
extraction to ensure effective model performance.

B. Predictive Maintenance Model

The predictive maintenance module analyzes time-series
sensor data to identify patterns indicating potential

component degradation or failure. A machine learning
model is trained to detect anomalies and predict failures at
an early stage, enabling preventive maintenance actions
and improving system reliability.

C. Intrusion Detection Model

A dedicated intrusion detection model based on a 1D
Convolutional Neural Network (1D-CNN) is employed to
analyze CAN message sequences. The model learns
normal communication patterns and detects deviations
caused by cyberattacks such as spoofing, replay, and
denial-of-service. The lightweight architecture ensures
real-time performance on edge devices.

D. Edge AI-Based Decentralized Inference

Both models are deployed locally within the vehicle,
enabling decentralized inference. This ensures low-
latency processing and immediate response to critical
conditions without reliance on external cloud
infrastructure.

E. Centralized Federated Learning Framework

To enhance model performance across multiple vehicles,
a centralized FL approach is adopted. Each vehicle trains
its local models using onboard data and periodically
transmits model updates to a central aggregation server.
The server performs weighted parameters averaging to
generate a global model, which is then redistributed to all
vehicles. This process improves model accuracy while
preserving data privacy.

w(t+1) = Σ (ni / n) * wi(t)

Where:

 wi = local model
 ni = number of samples
 n = total samples

F. SystemWorkflow

The overall workflow involves continuous data collection,
selective anomaly-triggered processing, local model
inference, and real-time decision-making at the edge.
Simultaneously, model updates are shared with the central
server for global optimization, ensuring both immediate
responsiveness and long-term learning efficiency.

http://www.ijetjournal.org/


International Journal of Engineering and Techniques - Volume 12 Issue 2, March-April - 2026

Page 1086ISSN: 2395-1303 http://www.ijetjournal.org

IV. Results and Analysis

The proposed hybrid framework is evaluated against
traditional rule-based methods under varying signal
deviation levels ranging from normal operation to high-
intensity attacks. The results demonstrate the
effectiveness of AI-based models in automotive
environments.

A. Comparative Performance Analysis

As shown in Fig. X, the 1D-CNN-based intrusion
detection system significantly outperforms conventional
rule-based approaches. The model achieves over 90%
detection accuracy at moderate deviation levels, where
rule-based systems exhibit poor sensitivity (<20%). The
Isolation Forest (iForest) model maintains stable
performance, making it suitable for long-term predictive
maintenance. Furthermore, the integration of centralized
Federated Learning improves detection accuracy by
approximately 15–20%, enhancing overall system
performance.

B. Latency and Computational Analysis

The proposed edge-based system reduces detection
latency by nearly 60% compared to centralized cloud-
based solutions, ensuring real-time responsiveness. The
bandwidth requirement remains minimal (<10MB/s) due
to local data processing. Although the 1D-CNN model
has higher computational overhead, it provides superior
detection reliability, while the iForest model offers a
lightweight alternative for non-critical monitoring.

C. Summary of Findings

The results confirm that the integration of decentralized
Edge AI with centralized Federated Learning provides
high detection accuracy and low-latency performance.
The proposed framework effectively overcomes the
limitations of traditional rule-based systems and
centralized approaches, making it suitable for real-time
automotive applications.

V. Comparison of Methods

VI. SystemArchitecture Diagram

VII. Discussion

The experimental results demonstrate that the proposed
hybrid framework significantly improves both detection
accuracy and system efficiency compared to conventional
approaches. The 1D-CNN-based intrusion detection
model shows high sensitivity to subtle anomalies,
outperforming rule-based methods, particularly under
low-deviation conditions. This highlights the
effectiveness of deep learning techniques in handling
complex and dynamic CAN communication patterns.

The integration of predictive maintenance further
enhances system reliability by enabling early
identification of potential component failures. Unlike
traditional systems that operate independently, the
combined approach provides a unified solution for both
security and maintenance.

Moreover, the use of decentralized Edge AI ensures low-
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latency processing, making the system suitable for real-
time automotive applications. The centralized Federated
Learning framework contributes to improved model
generalization by aggregating knowledge from multiple
vehicles, resulting in a measurable increase in detection
accuracy.

However, the system introduces moderate computational
overhead, particularly for deep learning models. Despite
this, the trade-off is justified by significant gains in
accuracy and response time. Overall, the proposed
framework provides a balanced solution that meets the
performance, scalability, and privacy requirements of
modern automotive systems.

VIII. Conclusion

This paper presented a Federated Learning-based
intrusion detection and predictive maintenance system for
automotive ECUs. The proposed framework achieves
high accuracy, low latency, and strong privacy
preservation, making it suitable for next-generation
intelligent vehicles.

IX. FutureWork

Future work will focus on:

 Hardware implementation using real ECUs
 Secure aggregation techniques
 Multi-vehicle federated environments
 Standardized benchmarking datasets
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