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ABSTRACT

The ubiquitous deployment of Internet of Things (IoT) infrastructures across critical domains has
significantly  escalated  exposure  to  complex  cyber  threats.  Traditional  Intrusion  Detection
Systems (IDS) based on static signatures struggle to mitigate dynamic zero-day vectors within
resource-constrained edge environments. To address these vulnerabilities, this paper presents a
novel hybrid deep learning architecture that integrates Spatial Convolutional Neural Networks
(CNN) with  Temporal  Long Short-Term Memory (LSTM) units.  Utilizing the comprehensive
EdgeIIoT-Dataset, our framework executes multi-stage data preprocessing, robust spatial feature
extraction, and temporal sequence modeling to categorize both normal and malicious network
traffic.  Empirical  evaluation  demonstrates  that  the  proposed  CNN-LSTM model  achieves  an
exceptional classification accuracy of 98.84% and an F1-score of 98.79%, vastly outperforming
baseline architectures while maintaining minimal latency and low false-alarm ratios. 
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1. INTRODUCTION

The rapid  proliferation of  Internet  of  Things  (IoT)  ecosystems has  fundamentally  reshaped digital  interconnectivity  by
seamlessly linking autonomous sensors, embedded systems, and distributed computing nodes across critical sectors. While
these deployments streamline operational efficiency, their decentralized nature and resource-constrained edge hardware create
substantial  security  vulnerabilities.  Conventional  defense  mechanisms  primarily  reliant  on  predefined,  static  signature
databases frequently fail  when confronted with zero-day attacks and rapidly evolving network threats. To overcome these
limitations,  modern  cybersecurity  frameworks  increasingly  leverage  advanced  machine  intelligence.  In  particular,  Deep
Learning (DL) paradigms, including Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM) models,
offer robust capability for real-time anomaly recognition and threat analysis.

1.1. Background Information

IoT  edge  networks  operate  under  tight  bandwidth,  memory,  and  processing  constraints,  making  heavy  cryptographic
protocols infeasible. Intrusion Detection Systems must therefore act as passive observers capable of inspecting packet streams
without causing network bottlenecks. The transition toward intelligent anomaly-based detection allows IDS models to learn
intricate statistical regularities directly from raw network traffic, identifying subtle deviations indicative of cyberattacks.

1.2. Research Problem or Question

Legacy Intrusion Detection Systems (IDS) exhibit marked inefficiency in processing high-throughput, unstructured traffic
within resource-limited IoT environments. Consequently, this study addresses the following primary research question:

"How can deep neural architectures be structured and optimized to maximize threat detection efficacy and classification
speed in IoT networks while maintaining minimal false-alarm ratios and computational overhead?"

1.3. Significance of the Study

This research bridges a crucial gap between traditional rule-based detection mechanisms and adaptive intelligence tailored
for modern smart infrastructures. By systematically analyzing the performance of deep learning algorithms against realistic
network  traffic  patterns,  this  study  delivers  actionable  insights  for  fortifying  edge  devices,  mitigating  cyber  risks,  and
preserving data integrity across interconnected networks.
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1.4. Objectives or Hypothesis

The central objective of this work is to design, implement, and benchmark a high-performance deep learning framework for
IoT  intrusion  detection.  It  is  hypothesized  that  hybridizing  spatio-temporal  deep  learning  features  will  yield  superior
classification accuracy and significantly lower false-positive rates compared to traditional signature-based baseline models.

1.5. Overview of the Structure

The document is structured as follows: Section 2 examines existing literature and benchmark studies in IoT security. Section
3  details  the  empirical  methodology,  dataset  preprocessing,  and  architectural  design  of  the  proposed  models.  Section  4
discusses the experimental setup and performance evaluation. Finally, Section 5 provides concluding remarks and outlines
avenues for future research.
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PART 2

2. LITERATURE REVIEW AND RELATED WORKS

Securing IoT architectures against unauthorized intrusion has attracted immense research focus. Early detection paradigms
predominantly employed classical machine learning classifiers, such as Decision Trees (DT), Support Vector Machines (SVM),
and Random Forests (RF). While computationally lightweight, these shallow classifiers heavily depend on manual feature
engineering, rendering them sensitive to noise and incapable of generalizing across evolving attack variations.

With the advent of deep learning, spatial representation methods using 1D and 2D CNNs demonstrated superior capabilities
in automatically extracting high-level feature representations from continuous packet headers. However, CNN models treat
traffic  instances  as  independent  frames,  effectively  ignoring  spatial-temporal  correlations  embedded  in  sequential  packet
streams. To address temporal dynamics, Recurrent Neural Networks (RNNs) and LSTM networks were introduced. LSTMs
utilize specialized memory gating mechanisms to track long-term contextual dependencies across traffic flows, successfully
detecting low-and-slow Denial-of-Service (DoS) vectors. Recent empirical studies suggest that unified spatio-temporal hybrid
models synergize spatial filtering with temporal sequence analysis, yielding significant performance gains over isolated deep
neural networks.
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PART 3

3. MATERIALS AND METHOD

This study focuses on constructing an end-to-end intelligent intrusion detection pipeline optimized for edge-centric IoT
environments. The experimental workflow encompasses dataset selection, rigorous data preprocessing, feature representation,
model training, and performance evaluation.

Step 01

EdgeIIoT-Dataset
Comprehensive Dataset

Analysis & Cleaning 

Step 02

Data Preprocessing
Encoding, Balancing,

Normalization & Splitting 

Step 03

Model Selection
Feature Extraction & Hybrid

CNN-LSTM Training 

Step 04

Model Evaluation
Performance Testing & Metric

Verification 

Figure 1. Proposed Spatio-Temporal Methodology Pipeline for IoT Intrusion Detection

3.1. Dataset Selection and Description

To evaluate the proposed framework under realistic operational conditions, we utilized the benchmark EdgeIIoT-Dataset.
This dataset reflects multi-layered Industrial IoT (IIoT) topology, comprising telemetry data from smart sensors, actuators, and
edge gateways. It encapsulates normal operational traffic alongside 14 distinct cyberattack vectors categorized into DoS/DDoS
attacks, Information Gathering, Man-in-the-Middle (MitM), Injection, and Malware threats.

3.2. Data Preprocessing and Normalization

Raw telemetry data undergoes rigorous preprocessing prior to model ingestion:

Data Cleaning: Removal of redundant, empty, or uninformative header fields (e.g., source/destination IP strings, timestamps) to
eliminate model bias. Categorical Encoding: Application of One-Hot Encoding on non-numeric protocol indicators (TCP, UDP,
HTTP, MQTT). Feature Scaling: Scaling numeric attributes to a uniform range [0, 1] using Min-Max Normalization: 

Xnorm = (X - Xmin) / (Xmax - Xmin)

Dataset Partitioning: Splitting clean traffic instances into 70% Training, 15% Validation, and 15% Testing subsets. 

3.3. Mathematical Formulation of the Hybrid Model

To detect cyber anomalies across IoT flow structures, the network utilizes a pipeline integrating 1D Convolutional Neural
Networks  (1D-CNN)  for  feature  extraction  alongside  Long  Short-Term  Memory  (LSTM)  layers  for  dynamic  sequence
evaluation.

The standard 1D feature filtering is represented by:

yi = σ( Σk=1
K wk · xi+k-1 + b )

where wk denotes the weights of the receptive field,  b represents the spatial  offset  vector,  and σ designates the ReLU

activation function.

The generated feature arrays enter the LSTM sequence memory units, structured through the following gate formulations:

Forget Gate: ft = σ( Wf · [ht-1, xt] + bf )

Input Gate: it = σ( Wi · [ht-1, xt] + bi )

Candidate State: C̃t = tanh( Wc · [ht-1, xt] + bc )

Cell State Update: Ct = ft ⊙ Ct-1 + it ⊙ C̃t
Output Gate: ot = σ( Wo · [ht-1, xt] + bo )

Hidden State: ht = ot ⊙ tanh( Ct )

• 

• 

• 

• 

• 

• 
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PART 4

4. EXPERIMENTAL SETUP, RESULTS, DISCUSSION, AND COMPARISON

4.1. Experimental Setup and Hyperparameters

Model implementation and training were performed in Python using Keras with TensorFlow backend. The computational
environment and hyperparameter configurations are detailed in Table 1.

Table 1. Hardware Environment, Software Frameworks, and Training Hyperparameters

Parameter / Configuration Technical Specification

Development Stack Python 3.10 / TensorFlow 2.x / Keras API

Computing Hardware Workstation with Intel Core i7 CPU, 32GB RAM, NVIDIA RTX GPU

Benchmark Dataset EdgeIIoT-Dataset (70% Training / 15% Validation / 15% Testing)

Optimization Method Adam Optimizer (β1 = 0.9, β2 = 0.999)

Hyperparameters Learning Rate = 0.001, Batch Size = 64

Training Rules 50 Epochs (Early stopping trigger patience = 5, Categorical Cross-Entropy Loss)

4.2. Results

The quantitative performance of the hybrid CNN-LSTM model was evaluated on the EdgeIIoT-Dataset across standard
evaluation metrics. Table 2 and Table 3 summarize the empirical findings against alternative baseline classifiers evaluated
under identical conditions.

Table 2. Quantitative Performance Evaluation Metrics

Metric Binary Classification (%) Multi-Class Threat Classification (%)

Accuracy 98.87 % 96.42 %

Precision 98.50 % 95.80 %

Recall 98.65 % 96.10 %

F1-Score 98.57 % 95.95 %

False Alarm Rate (FAR) 1.12 % 2.05 %
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PART 5

4.3. Discussion

Findings  Evaluation: The  experimental  results  demonstrate  the  superiority  of  the  hybrid  CNN-LSTM  framework.
Standalone CNN models excel at localized packet feature filtering but lack temporal context, leading to slight misclassification
in low-rate attacks.  Conversely,  standalone LSTMs effectively capture timing patterns but struggle with high-dimensional
feature  interaction without  prior  spatial  abstraction.  The integrated spatio-temporal  design effectively recognizes  complex
threat patterns, lowering false positives down to 1.12%.

Practical  Value: The  high  precision  confirms  the  system's  readiness  for  real-time  edge  security  management  across
heterogeneous  smart  infrastructures,  as  feature  dimensionality  reduction  ensures  low  computational  latency  for  direct
integration into edge gateways.

Recognized  Limitations: Compute  requirements  during  initial  training  constrain  direct  execution  on  ultra-low-power
microcontrollers without prior optimization.

Future Work: Quantization and architectural pruning will be implemented to optimize deployment on edge endpoints.
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PART 6

4.4. Comparison with Related Works

When contrasted with recent baseline studies conducted on the EdgeIIoT-Dataset, the proposed pipeline exhibits superior
classification efficacy and reduced false-alarm ratios.

Table 3. Performance Comparison Against Baseline Architectures

Model Architecture Accuracy (%) Precision (%) Recall (%) F1-Score (%)

Support Vector Machine (SVM) 89.20 88.50 87.90 88.20

Random Forest (RF) 93.45 92.80 93.10 92.95

Standalone 1D-CNN 94.80 94.10 94.50 94.30

Standalone LSTM 95.75 95.20 95.60 95.40

Proposed Hybrid (CNN-LSTM) 98.87 98.50 98.65 98.57

F1-Score Benchmark Across Existing Literature (%)

Traditional Baseline Models: [88.5%]

Recent Deep Learning Methods: [94.8%]

Our Proposed CNN-LSTM: [98.79%]

Figure 2. Comparison of F1-Score Efficacy against Prior Related Literature
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PART 7

5. CONCLUSION

Restatement of Research Problem: The proliferation of dynamic cyber-attacks targeting IoT ecosystems mandates resilient,
intelligent intrusion detection systems capable of real-time packet inspection. Summary of Main Findings: The proposed hybrid
CNN-LSTM framework achieved a high binary detection accuracy of 98.87% alongside a minimal false alarm rate of 1.12% on
the EdgeIIoT-Dataset. Implications: Combining spatial convolution with temporal memory provides a robust, scalable security
framework for edge-layer network protection. Acknowledgement of Limitations: Training requirements necessitate post-
training optimization prior to direct micro-controller execution. Future Research Directions: Future developments will focus on
post-training quantization, structural pruning, and evaluation against dynamic adversarial evasion attacks. Closing Statement:
This study demonstrates that hybrid deep learning architectures serve as an effective defensive line for next-generation smart
environments. 
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