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Abstract:

This study examines the impact of information security on the financial and
operational performance of commercial banks, with a focus on the challenges and
opportunities associated with enhancing this impact. The research is conducted in the
branches of the National Commercial Bank in Sabratha, Surman, and Ajaylat. The
study aims to understand how information security influences the performance of
banks, identify the key challenges, and explore opportunities for improvement. The
research is based on a sample of 31 employees from the mentioned branches. Data
was collected through questionnaires and analyzed using statistical methods. The
study tests several hypotheses, including the significant impact of information
security on financial and operational performance, the negative effects of security
challenges on financial performance, and the positive relationship between investment
in information security and customer trust. The results indicate that information
security has a significant positive impact on the performance of banks. Key
challenges include high costs (31.8%) and a lack of qualified personnel (27.3%),
which negatively affect financial performance. However, the application of
information security systems significantly reduces operational risks (67.7% of
respondents). Investment in information security enhances customer trust (87.1% of
respondents), and opportunities for improving performance include investing in
modern technology (48.6%) and increasing employee and customer awareness
(21.6%).The study concludes that enhancing information security is crucial for
improving the financial and operational performance of banks. Recommendations
include increasing investment in modern technology, organizing training programs to
raise awareness, developing strong security policies, and collaborating with
cybersecurity firms. The study also highlights the importance of complying with
international standards such as ISO 27001 and PCI DSS to improve performance.

ISSN: 2395-1303 http://www.ijetjournal.org Page 23



http://www.ijetjournal.org

International Journal of Engineering and Techniques - Volume 11 Issue 2,
March - April-2025

This research contributes to the understanding of the relationship between information
security and bank performance, providing valuable insights for banks to enhance their
security strategies and achieve better financial and operational outcomes.

Keywords: Information Security, Financial Performance, Operational Performance,
Commercial Banks, Customer Trust
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